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Supplemental Lesson
INTRODUCTION

In most cases of espionage, spies use some method of encoding or hiding information so it can be 
transported safely through enemy territory. Many techniques have been devised over time to accomplish 
such secrecy. In this lesson, students will have an opportunity to try one or several Revolutionary 
War period methods of encoding messages.

OBJECTIVES
As a result of this lesson, students will be able to:
1. Identify several methods of encoding secret messages in the eighteenth century.
2. Describe and use the “mask” and/or “invisible ink” form of sending secret messages.

STANDARDS OF LEARNING
This lesson meets the National Standards of Learning for historical comprehension and analysis.

MATERIALS
Passage from a textbook (provided by the teacher)
Secret Messages Instruction Sheet
Paper and pencils (provided by the teacher)
Lemon juice (provided by the teacher)
Writing implements such as styli or toothpicks (provided by the teacher)
Heat source (provided by the teacher)

SETTING THE STAGE
After being exposed to many different Revolutionary War spying and espionage situations and 

participating in the Colonial Williamsburg Electronic Field Trip “In the General’s Secret Service,” 
students may be interested in trying some eighteenth-century methods of coding secret messages.

STRATEGY
1. Select a passage from a history text (any level of history text is fine, as long as each student has  

 the same book) for the students to encode. This simple method of coding (used by Benedict   
 Arnold and John André) uses a formula with numbers replacing words as follows:

	 	 •	One	student	codes	the	text	passage	for	another	student	to	decode.	The	formula	involves		 	
   finding each word in the text, but coding the word by its page number, line number, and

   word order (counting from the left). In this way, each word will be assigned a three number  
   code—for example 58.9.3, which would translate to page 58, line 9, third word counting   
   over from the left. All words of the message must be encoded in this manner.

	 	 •	The	student	receiving	the	message	deciphers	it	by	using	the	same	text	and	the	same	formula.

2. Distribute a copy of the Secret Messages Instruction Sheet to each student. Have students read  
 the instructions and select one or both of the encoding methods to try at home.  Students should  

 pretend to be a spy (either American or British) during the Revolutionary War who is preparing   
 a coded message that will be sent to his or her commanding officer.

 Instruct students to bring their coded messages (and masks, if they used the mask method) to   
 class the following day. Pair students and have them decode one another’s messages. Conduct   
 a class discussion about the students’ experiences creating and decoding the messages.
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Secret Messages Instruction Sheet

DIRECTIONS: Select one or both of the following methods and create a “secret message” to be 
read in class. For each method, encode a message that may have been sent by a spy during the 
Revolutionary War. 

1.  INVISIBLE INK
An “invisible ink” message is created by using a stylus (any instrument with a smooth point used 

for writing, not a pen or pencil) or toothpick to write on paper with lemon juice or milk. The completed 
message is allowed to dry completely. To read the secret message, the paper is placed over a heat 
source, such as a pop-up toaster. The message appears in writing that is lighter than the darkened 
paper and is, therefore, readable. [IMPORTANT NOTE: The heat source should be used only with 
the permission of and under the supervision of a parent or teacher.] 

DON’T FORGET: Be sure the message you bring to class has not yet been placed over a heat source! 

2.  MASK
A “mask” is a template created to be placed over a clean sheet of paper. The secret message is 

written in the spaces of the template. The template is removed and words are added to each line to 
create an entirely different message on the page (or simply a nonsense message). Should anyone 
intercept such a coded message, it would make no sense or seem to contain unimportant information. 
Only a person with the correct mask could read the document and understand its true, secret meaning. 
The mask and coded message are sent separately so that if either one falls into enemy hands the message 
cannot be read.

A mask can be created by using a piece of writing paper and cutting out several boxes for the 
words of a secret message to show through. The mask is placed over the coded message, revealing the 
important information. Here is how a sample mask might look:

DON’T FORGET: Don’t forget to bring the mask to class, too!
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“Captain Nathan Hale receiving instructions from General Washington,” Harper’s Magazine, June 1880.

We at Colonial Williamsburg would enjoy receiving copies of some of your students’ work from any of the lesson 
plans in this packet. If you would care to share examples, please send them to:

Jodi Norman
Education Outreach
Colonial Williamsburg Foundation
P.O. Box 1776 
Williamsburg, VA 23187-1776

Special thanks for their help to: Darci Fronk, middle school teacher, Vancouver, Washington; Virginia Goodrich, 
elementary school teacher, Pasadena, California; Dr. Ted D. R. Green, assistant professor, Educational Studies, Saint 
Louis University, Saint Louis, Missouri; Carole Gunner, middle school teacher, Carlsbad, California; William Neer, middle 
school teacher, Liverpool, New York; Glenna Raper, elementary school teacher and reading specialist, Davis, Oklaho-
ma; Andrew Rodgers, middle school teacher, Englewood, Colorado; Chris Sink, middle school teacher, Battleground, 
Washington; Dr. William E. White, executive producer and director, Educational Program Development, Colonial 
Williamsburg Foundation, Williamsburg, Virginia.

This teacher’s guide has been underwritten by a grant from the DeWitt Wallace Fund for Colonial Williamsburg, 
established by the founder of Reader’s Digest, and the William and Gretchen Kimball Young Patriots Fund.
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